
 

  

 

 

 

 

 

 

 
 

Blue Hill Data Services (BHDS) operates a highly secure, 50,000 square foot data center facility in Pearl River, New York, just 25 miles 
north of New York City, with state-of-the-art physical components and redundant network offerings.   
 
The entire Blue Hill Plaza is a 1.2 million square foot complex comprised of two buildings specifically designed and constructed to 
house data centers.  The 600,000 square foot building housing the BHDS data center with fireproof construction operates on a 
24/7/365 basis.  BHDS’ data center has 40,000 sq. ft. of raised floor space with room to expand.  BHDS has built-in redundancy for 
added operational reliability, including its own standby diesel generation system, UPS backup, fire protection, and minimum of n+1 
air-cooling systems.   
 
Multi-Layered Security 
BHDS maintains strict security procedures in compliance  
with SAS 70 guidelines.  The Blue Hill Plaza features a  
24/7/365 manned security guard station and sign-in desk  
at the main entrance with continuous patrol of the interior  
and perimeter of the building.   
 

BHDS’ Command Center is equipped with digitally  
recorded, continuous video surveillance security cameras  
to monitor every egress and ingress point of the facility,  
and is monitored by Command Center staff.  The video  
feeds monitor entry points, on-ramp, security rooms,  
co-location areas, and backup facilities. 
 

All visitors enter through the main entrance of the facility  
where they are checked into the main desk and logged.   
The facility is secured through restricted card key access  
control.  This sophisticated proximity card reader 
system is installed throughout the facility to limit and  
control access to secure areas.  Key card badges are activated allowing specific rights of access to the data center areas for 
authorized personnel.  All BHDS visitors are required to be escorted by BHDS personnel.  Entrances to the data center are always 
locked and only accessible by assigned card key holders. The night operations staff follows strict security guidelines and contact 
information for emergency authorities (building security and police) are posted at the command center operations desk.  
 

Additional security measures for our clients include coded tape storage and the option for an entirely enclosed caged area within the 
data center for increased user access security.   
 
Redundant Power and Immediate Outage Back-Up Protection  
BHDS has redundant connectivity directly to the Northeast power grid via dual diverse paths from the local utility’s primary 
transmission network.  The two feeds provide power at 69KV and automatically transfer between feeds within six tenths of a second 
of any power interruption.  Power feeds for racks and cages are run beneath the data center floor. BHDS’ Automatic Transfer Switch 
(ATS) feeds a redundant, Uninterrupted Power Supply (UPS) system and monitors the flow of electricity.  If there is an anomaly 
within the incoming power from the street, the ATS control system instantly switches over to the standby diesel generation system 
within 3 minutes.  The expandable diesel generator system has multiple generators onsite with enough power to maintain continual 
operations at full load through extended outages.  
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Redundant Central Office IP Telecommunications 
All connections to the telecommunications room are provided by BHDS.  Carriers include Verizon Business, Verizon Core, Lightower 
Fiber Networks, and Optimum Lightpath.  Verizon has automatic, dual redundant communications access from two distinct locations 
into the Blue Hill complex.  Connectivity is served by Internap and Lightower ISP providers.  Lightpath and Lightower run fiber 
directly into the BHDS data center providing virtually unlimited bandwidth capabilities and high-speed Internet access. Lightpath 
provides point-to-point Metro Ethernet connectivity directly from the Blue Hill data center to the entire New York Tri-State area 
network, enabling high availability and high-capacity data transfer. 
 
Fully redundant ingress and egress Internet access is provided through the use of Border Gateway Protocol (BGP) across all 
providers.  BGP is a routing protocol used to exchange routing information across the Internet.  It makes it possible for ISP’s to 
connect to each other and for end-users to connect to more than one ISP automatically.  BGP is designed to deal with a network the 
size of the Internet, and successfully handle multiple connections to unrelated routing domains.  The BGP solution at BHDS provides 
clients with automatic dual and redundant paths via IP.   
 
BHDS can provide any needs our clients may have including fiber, coax, CAT5e, and CAT6.  BHDS manages it, tests it, certifies it, and 
reviews these results with the client. 

 

Environmental Control 
BHDS' data center is environmentally controlled utilizing  
multiple energy efficient humidification and temperature air- 
handling systems.  The Liebert (n+1) floor standing CRAC units 
are microprocessor-controlled with alarm notification.  
 

The office and data center facilities are equipped with a fire  
alarm system that is centrally monitored by an external  
company.  The facility is protected by two-stage fire suppression 
and smoke and fire detection systems.  Pre-action sprinklers  
and smoke detector sensors are located on the ceiling, floor,  
and in the power rooms.  Two sensors must go into alert- 
mode before the system will discharge. 
 
All facility environmental systems including UPS, CRACs,  
fire protection, and backup equipment are monitored  
real-time by our Command Center staff.  The FireSystems monitoring tool is used to detect trends or problems and alert staff visually 
and audibly. 
 
Additional Attributes 
BHDS is SAS 70 Type II compliant supporting client Sarbanes Oxley and HIPAA requirements.  We are EU Safe Harbor and PCI DSS 
certified and the facility and procedures of the data center have been audited and endorsed by numerous large corporate clients. 
 
The fault tolerant facility has a certified lightening protection system on the roof and a complete building grounding system in the 
data center area. There is a 13-ft. clearance, underground loading dock with multiple standard height bays.   
 
Additionally, BHDS offers the option of personnel workspace for clients who would like to have their employees work onsite either 
on a temporary or permanent basis.  This space can be linked to the client’s data center systems, as well as local resources such as 
printers.   
 
The Blue Hill Complex also offers many amenities including cafeteria, health club, post office, banking services, day care, IONA 

college, travel services, florist, hair salon, cleaners, convenience store, and ample parking, among other services.  
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Facility Specifications 

 

Floor Size – 50,000 sq. ft., 40,000 sq. ft. raised floor. 
       
Bay Dimensions - 24 ft. 3 in. x 24 ft. 3 in., on center. 
 
Structural Depth - 1 ft. 6 1/2 in. slab and beam. 
 
Ceiling Height - 12 ft. 3 in. slab to slab. 
 
Electrical Feed: Dual redundant feeds from northeast 
power grid at 69KV; all transforming equipment to  
distribution voltage is done within the complex.  
     
UPS Power:  Redundant Liebert UPS systems. 
 
Diesel Generation Backup System: Multiple generators 
onsite with enough power to maintain continual operations  
at full load through extended outages; expandable reserved  
space for additional standby diesel generation system.  
 
Fuel: 48-hours onsite diesel fuel. 
 
Fire Protection: Dry-type pre-action suppression,  
cross-zoned MXL addressable system, EPO smoke  
detector sensors, Halon extinguishers. 
 

Floor Load Capacity: 120 lbs. per sq. foot live load. 
 

Floor Type: Raised, 18 inches. 
  
Carriers: Verizon Business, Verizon Core, Lightower, Lightpath; 
100 Mbps bandwidth. 
 

ISPs: Internap, Lightower. 
 

Microwave Transmissions: Uninterrupted horizon for satellite,  
direct line of site to New York City.  
 

CRAC: Nine 20-ton and two 10-ton Liebert System3 A/C units,  
microprocessor-controlled.  
 

Glycol System: 3,600 tons cooling capacity (n+1), redundant  
welded steel pipe risers, fully redundant pumping on VFD system,  
electrically checker-boarded. 
 

Site Security:  13 CCTV time-lapse cameras attached to digital  
recorders; 24/7/365 guards; key card access. 
 

Loading Dock: 13 ft. clearance underground loading dock with 8 standard height bays; direct access to freight elevators; 4 
ft. docks with bumpers, stair and ramp. 

 

~ SAS 70 Type II Compliant ~  

 
BHDS is fully compliant with supporting customer Sarbanes-Oxley 
and HIPAA requirements through our SAS 70 Type II compliance.  
.ƭǳŜ IƛƭƭΩǎ ƻǇŜǊŀǘƛƻƴŀƭ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΣ Řŀǘŀ ŎŜƴǘŜǊ 

controls, and outsourcing activities are designed and deployed to 
satisfy necessary control objectives, confirming our clients are 
receiving the highest quality data center outsourcing services.  

 

~ PCI-DSS Certified ~  
 

.I5{Ωǎ policies, procedures, and technical systems that store, 
process and/or transmit cardholder data have met the 

requirements of the Payment Card Industry Data Security Standard. 
 

~ EU Safe Harbor Compliant ~   
 

BHDS complies with the EU Safe Harbor privacy policy framework as 
set forth by the Dept of Commerce regarding information privacy 
practices for the collection, use, and retention of data from the 

European Union. 
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